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TrustCB PSACertified Application Form
TrustCB PSACertified scheme 
Application Process for L3
TrustCB is a commercial certification body specialising in the certification of IT security, ICT security, cyber security and cryptographic products (and associated sites, processes and services) evaluated in accordance with international and industry standards.
This application form is intended to register an IT security assessment against assurance package L3 under the provisions of the Arm PSACertified Scheme operated by TrustCB.  
This document shall be completed and submitted via e-mail to psacertified@TrustCB.com with “New PSACertified application” in the subject line. The scanned version of the signed form (in pdf format) shall be attached to the e‑mail, including the completed L3 Profile and associated deliverables from the developer and the lab assessment report.
When this Application Form has been completed (i.e., filled in completely and countersigned), it will form the Certification Agreement.
Template Revision History

	Version
	Date
	Description of change
	Editor

	1.1
	2021-08-03
	Updates to clarify the application process for PSA L3 certification when using the SESIP Profile for PSA L3 SESIP3.
	D Cater


1 Introduction
This section describes the basics of both IT security assessment and eventual Certification Agreement for security assessments against assurance package L3, as detailed in [PSA-L3] and [SESIP-L3].
1.1 Scheme
On behalf of Arm Ltd, TrustCB operates the PSACertified scheme to enable implementers of PSA-based IoT chips, OS and devices to demonstrate that a specific Target of Evaluation (TOE) meets the level of security defined in [PSA-L3] or [SESIP-L3]. For details of the TrustCB PSACertified scheme, see https://trustcb.com/iot/psa/.
In this application form it is assumed that the role of Sponsor
 may be fulfilled by the Developer of the TOE.  Hence the term “Developer” is used in this document.

1.2 Terms and disclaimers
An IT security assessment against [PSA-L3] and [SESIP-L3] confirms that the TOE considered meets the specified security characteristics. It also confirms that the evaluation was conducted in accordance with the provisions of [SCHEME] and [TrustCB_SCHEME], and with the required competence and impartiality.

The evaluation results apply only to the specific version or identification of the TOE as defined in the Security Target.

Issuance of a certificate is not a guarantee that the TOE is free from security vulnerabilities. It does not absolve the Developer of any liability for damages resulting from the use of the TOE.

A certificate is not an endorsement or recommendation for use of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, and no warranty of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, is either expressed or implied. TrustCB’s liability for loss and/or damages in the performance of the certification activities, an unlawful act or otherwise, is limited to the amount (exclusive of VAT) that the Sponsor has paid under this agreement. Claims beyond this point are limited to the amount paid out to TrustCB by its insurer. TrustCB will use its best endeavours to ensure the insurer pays out. TrustCB is in no event liable for indirect damages, consequential damages, lost profits, missed savings or damages through business interruption.
This agreement shall be governed exclusively by Dutch law. Any dispute will be submitted to the competent court in The Netherlands for the district where TrustCB has its registered office.
1.3 Rights and obligations

The Developer must comply with the provisions of either [PSA-L3] or [SESIP-L3], together with [SCHEME] and [TrustCB_SCHEME], and shall make all necessary arrangements for the conduct of the evaluation. The provisions of [PSA-L3], [SESIP-L3], [SCHEME] and [TrustCB_SCHEME] are published on https://psacertified.org, https://trustcb.com/iot/psa/ and https://trustcb.com/about-us/policies-procedures/.

TOEs that have passed a successful evaluation and for which a certificate is issued can be found at https://psacertified.org/certified-products.

The issuance of a certificate may be used by the Developer for advertising the TOE, as long as it is understandable for the consumer and not misleading. The Developer shall:

· not claim the certificate has been issued while the TOE is still under evaluation

· ensure that all TOEs referencing the certificate and/or the international Recognition Marks are manufactured or produced by the companies listed in the certificate and conform to the evaluated security characteristics

· ensure that every alteration to the TOE results in a new version of the TOE not concerned by the certificate

· advertise the listing of the TOE only for those security characteristics that were in scope of the evaluation

· immediately discontinue to advertise the TOE as being certified when the TOE is no longer listed at https://psacertified.org/certified-products (i.e., certificate is expired, suspended, terminated or withdrawn).

TrustCB reserves the right to take all necessary steps against any misuse of the PSACertified mark and international Recognition Marks, which are Registered Trademarks of Arm Ltd, and as such are subject to trademark laws. The Developer shall only use the marks listed on their certificate once certification is complete and while the certificate is still valid
.
The Developer must make arrangements to investigate any complaints reported in relation to compliance of the TOE with the certification requirements. The Developer is obligated to inform TrustCB of any issues or deficiencies in the TOE that could affect compliance with the certification requirements. This includes notifying TrustCB of vulnerabilities discovered in the TOE.
Upon completion of certification, the developer must archive all evaluation evidence and any samples.
1.4 Confidentiality of the assessment

Confidentiality of the assessment is subject to NDAs between all parties.

All parties involved are committed to keep the existence of this assessment confidential between all parties involved as long as it is in progress, as this is considered to be sensitive information
. 
If the TOE fails the evaluation, all parties maintain their commitment to ensure the confidentiality of this assessment.

The associated intermediate results and verdicts produced during the evaluation are considered to be secret information regardless of outcome.

1.5 Costs related to certification

It is the responsibility of the Developer to choose an Evaluator
 and to negotiate the contractual conditions between them (including financial arrangements), before submitting this application.

TrustCB charges the costs for the certification process in accordance with the price list as published on the TrustCB PSACertified scheme webpage https://trustcb.com/iot/psa/.
2 Involved parties

This section identifies the various parties involved in the IT security assessment. It also describes the party-specific roles and responsibilities.
2.1 Developer
The Developer is the organisation that designs, manufactures, manages or maintains the TOE, or some of its components, that is subject to the assessment. Primarily the Developer is expected to be a Chip Vendor who developers the chip and PSA components for the Secure Processing Environment,

The Developer is also the organisation that applies for an assessment to the Certification Body (CB), funds the evaluation and certification and shall be listed on the certificate as Certificate Holder.
The Developer is responsible for:

· defining the TOE (in the lightweight Security Target), which specifies the scope of the evaluation

· providing the TOE, Security Target, and all other supporting documentation

· generating most of the Developer’s evidence

· providing the IT product for testing 
· technically assisting the Evaluator if needed (providing the Evaluator with a working test suite for the APIs, training, testing, and so on)

· providing any components of the intended operational environment necessary for testing the IT product that are not affordable or readily available to the Evaluator.

	Developer Organisation name: 
(To be shown on the certificate):
	

	
	Project Manager/Contractual POC

	Address
(city and country will be shown on the certificate):
	

	Contact name:
	

	Telephone number:
	

	E-mail address:
	

	Website:
	

	If invoicing and payment are handled by another person or organisation (for example when the Evaluator is arranging the payment) please complete the following fields:

	Organisation name:
	Arm

	Address:
	-

	Contact name:
	Rob Coombs

	Telephone number:
	-

	E-mail address:
	psacertified@arm.com


2.2 Evaluator
The Evaluator performs the evaluation. It acts as a third party independent of the product Developer. It is licensed by the Certification Body and as such is bound to comply with the provisions of the Scheme.

To perform its work, the Evaluator shall have access to all information necessary to complete its evaluation according to the rules of the Scheme.

	Organisation name:
	

	Address:
	

	Lab location for this evaluation
	<City, Country>

	Contact name:
	

	Telephone number:
	

	E-mail address:
	


2.3 Certification Body

TrustCB acts as the CB and implements the PSACertified scheme. Its primary role is to provide independent confirmation that evaluations were carried out properly, in accordance with the provisions of the Scheme, as defined in [SCHEME] and [TrustCB_SCHEME], and that the conclusions of these assessments are well founded.

	Organisation name:
	TrustCB B.V.

	Address:
	Van den Berghlaan 48
2132 AT Hoofddorp
The Netherlands

	Telephone number:
	+31 (0)23 737 08 00

	E-mail address:
	psacertified@trustcb.com

	Website:
	https://trustcb.com/iot/psa/ 


2.3.1 Optional: Observers 
Not applicable.

3 Scope of assessment

This section describes the scope of the IT security assessment, including details of certificate publication and any special requests.
3.1 Type of certification

	PSA Certified Level 3 (L3) against [PSA-L3]
	[YES / NO]

	PSA Certified Level 3 (L3) against [SESIP-L3]**
	[YES / NO]


** Selection of this option indicates a SESIP3 certificate is requested for the TOE in addition to a PSA Certified certificate; a SESIP3 application form has been completed (as downloaded from the TrustCB SESIP webpage
), and submitted to TrustCB at the same time as submitting this PSA Application Form (L3).
3.2 TOE description

The TOE is identified by the reference given below and is described in the referenced Questionnaire:
	TOE Reference:
	<Name and unique identifier of TOE, as stated in the Security Target >

	ST Reference:
	<title of Security Target>
	Version

Date
	[#.#]

dd-mm-yyyy

	5 digit version to be added to assigned EAN:
	#####


3.3 For re-certification

The evaluation tasks may be reduced by reusing previous evaluation results.

	Reference of original certificate:
	n/a

	Latest issue date:
	n/a


3.4 Publication of the certificate

After the evaluation is concluded successfully, the TOE shall be listed as being certified on the PSACertified certified products website, https://psacertified.org/certified-products (unless “NO” is selected). 

	Publish Certificate upon successful certification
	[YES / NO]


3.5 Special requests in the case of product certification

	Special requests may lead to additional costs for certification.
	[None]


4 Certification Quotation

This section outlines the terms and conditions of the Certification Agreement.

Conformity Certification Agreement
By signing this L3 Application Form, the Developer requests to have the TOE examined by TrustCB according to the provisions of the Security Evaluation Standard for IoT Platforms and agrees with the terms in the completed sections of the L3 Application Form. The evaluation shall be performed according to the Evaluation Work Plan (EWP) as provisionally provided in Annex A of this L3 Application Form.
TrustCB B.V.
TrustCB B.V. agrees to supervise the evaluation of the Developer’s TOE as performed by the listed Evaluator to ascertain that the provisions of either [PSA-L3] or [SESIP-L3], together with [SCHEME] and [TrustCB_SCHEME] are met. TrustCB shall then issue the Developer with a Certificate.

The cost of the certification, including one certificate, is 9.500 EUR. If extra effort for additional meetings or discussions with the Evaluator is needed, TrustCB shall contact you before it performs those activities.

Unless agreed otherwise, all prices mentioned in this Agreement are net prices (i.e., excluding VAT); banking charges are for the account of the Developer.

An invoice for 100% of the cost is payable before commencement of the certification.

The mentioned costs are based on the tariffs of 2020, excluding VAT and subject to changes.

Termination of the certificate by the Developer can be requested only in writing, at least one month before the specified end date.

This agreement is drawn up under Netherlands Law and any disputes arising hereunder shall be resolved in accordance with the laws of the Netherlands.
Developer Purchase Order number
The Developer purchase order number or other reference for this task to be quoted on invoices from TrustCB is provided below (if available at the time of submitting this application).

	Purchase Order number
	[##########]


5 Signatures

the Developer is to sign this section to indicate agreement of the certification costs (as detailed in Certification Quotation) and submit the completed application form to TrustCB for verification. Once TrustCB confirms the application is for certification of a TOE claiming EXACT conformance with the L3 profile, the application will be accepted. TrustCB will confirm acceptance of the evaluation together with notification of the assigned a certification identifier.
This section contains declarations to be signed by both Developer and Evaluator. 
Note that upon acceptance of the application, a separate certification quotation will be issued. Acceptance of the certification quotation completes the application process.
5.1 Developer
I hereby declare that I have read the terms in section 1 “Introduction” and the provisions of the TrustCB PSACertified scheme
, and that I commit to the responsibilities of the Developer. I also declare that all relevant contractual agreements with the Evaluator have been arranged, and that the Developer hereby requests to start the process for the evaluation and certification of the TOE identified in section 3.2 “TOE description”.

I confirm that the Developer agrees to the conditions and costs as specified in this document and understand that the certification commences after payment of the invoice.

	Name, title and organisation name:
	

	Location:
	

	Date:
	

	
	

	
	[Signature of the person who legally represents the Developer]


5.2 Evaluator
I hereby declare that I have read the terms in section 1 “Introduction” and the provisions of the TrustCB PSACertified scheme, and that I commit to the responsibilities of the Evaluator. The TOE to be evaluated falls in a category for which the Evaluation Facility is licensed. I also declare that all relevant contractual agreements with the Developer have been arranged.

	Name, title and organisation name:
	

	Location:
	

	Date:
	

	
	[Signature of the person who legally represents the Evaluation Facility]


Annex A: Evaluation Work Plan
The following sections of this provisional Evaluation Work Plan (EWP) must be completed and provided at the same time as this application form.

This EWP is used to estimate the certification effort and the associated certification costs. Note that a change in the evaluation scope (e.g., PSA Certified Level, product reference, and so on) may have contractual consequences (delays, additional costs).

Criteria and methodology

General

	[CC] Common Criteria for Information Technology Security Evaluation, Parts 1, 2 and 3
	Version

Revision
	3.1

[5]

	[CEM] Common Methodology for Information Technology Security Evaluation, Evaluation Methodology
	
	

	[PSA-L3] PSA Certified Level 3 Lightweight Protection Profile, JSADEN0009
	Version
	As posted on https://www.psacertified.org/development-resources/certification-resources/

	[SESIP-L3] SESIP Profile for PSA Certified Level 3, JSADEN0011
	Version
	As posted on https://www.psacertified.org/development-resources/certification-resources/

	[PSA-EM] PSA Certified Level 3 Evaluation Methodology, JSADEN0010
	Version
	1.0 BET01

	[PSA-AM] PSA Certified Level 3 Attack Method, JSADEN0008
	Version
	1.0 BET01

	[SCHEME] TrustCB Scheme Procedures PSA
	Version 
	As posted on https://trustcb.com/iot/psa-certified/

	[TrustCB_SCHEME] TrustCB Shared Scheme Procedures
	Version:
	As posted on https://trustcb.com/about-us/policies-procedures/


For CC/CCRA documents. see www.commoncriteriaportal.org/cc/.

Evaluation specific methods

None.
Project communication

To establish clear communication channels, it is necessary to specify the point(s) of contact for both Developer and Evaluator.
After approval of the application, TrustCB B.V. shall inform all parties of the contact details for the assigned Certifier.

Communication of a technical nature shall be between the contacts listed in the following table and the assigned certifier(s) according to the rules specified in [SCHEME] and [TrustCB_SCHEME].

Electronic versions of evaluation evidence, deliverables and reports shall be encrypted by PGP and require an exchange of public keys. The TrustCB PSACertified scheme key can be found on the TrustCB PSACertified scheme webpage, while the public keys of the point of contacts for both Developer and Evaluator need to be exchanged preferably with the submission of this application form. The commercial certifier key will be provided once the commercial certifier has been appointed to the project.
	Organisation Name
	Contact
	Role
	E-mail

	[Name of Developer]
	[Name of contact person(s)]
	
	

	[Name of Evaluator]
	[Name of Project Manager]
	Project Manager
	

	
	[Name of Lead Evaluator]
	Lead Evaluator
	

	TrustCB
	Andy Brown
	Scheme Lead
	psacertified@trustcb.com


Evaluation staff

Evaluation staff assigned to work on evaluation activities and making pass/fail decisions shall have passed an examination recognised by TrustCB. A Trainee may support the Evaluator assigned to the work items, but he/she can never make formal decisions.

Evaluation Specialists may perform testing or code analysis activities to support the Evaluator assigned to the relevant evaluation activities.

Roles may include: Project Manager, Lead Evaluator, Evaluator, Trainee, Evaluation Specialist.

If the Evaluator has been involved in the TOE development and/or consultation regarding the TOE to be evaluated, these activities shall be described here. Under no circumstance may the test staff assigned to the evaluation work have been involved in these activities.

The following evaluation team is assigned to perform the evaluation activities:

	Name
	Role
	ST assessment
	Vulnerability Analysis
	Testing

	
	
	
	
	

	
	
	
	
	


Evaluation approach
Background
For this L3 evaluation it is proposed that a two evaluation review phases are performed: 

In Phase 1 the (lightweight) ST and any supporting documentation is assessed to ensure it meets the requirements of [PSA-L3] / [SESIP-L3] select the applicable option
. Using [PSA-AM] and the understanding gain of the TOE gained from the ST assessment, the evaluator will perform a vulnerability analysis and devise an associated test plan. If the evaluator requires additional details, a Developer interview may be conducted (as detailed in [PSA-EM]. These activities will be reported to the certifier in a draft ETR, and are the subject of the review for Evaluation Meeting #1. The output of the review will be approval of the test plan (as documented in the draft ETR) for execution by the evaluator. It is not expected that a face-to-face evaluation meeting will be necessary. However, the evaluators will support such a meeting if requested by TrustCB.

In phase 2 the evaluator executes the agreed test plan and reports the test results in the final Evaluation Technical Report.
Evaluation testing
The evaluator testing will be performed in the evaluation lab, using test samples provided by the Developer.
IDENTIFY WHETHER ANY TEST EQUIPMENT OR SPECIALLY PRODUCED SAMPLES ARE REQUIRED (E.G. OPEN SAMPLES).
Evaluation milestones

There will be a single evaluation milestone, which will be Evaluation Meeting #1 for the review of the draft ETR to agree the evaluator ST assessment, vulnerability analysis and approve the test plan.
Evaluation reporting
	Evaluation Meeting #1 
	<Date>

	Deliverables:
	Draft ETR documenting the results of the ST assessment, vulnerability analysis and proposed test plan.
Copy of Security Target 
	<Delivery Date>

	Evaluation details:
	This review will only be performed as a face-to-face meeting at the request of TrustCB. Otherwise, it will be a virtual meeting for the review of the evaluator test plan.


	Final Evaluation Reporting

	Deliverables:
	Finalised Evaluation Technical Report (ETR) 
Finalised Security Target
	<Delivery Date>

	Evaluation details:
	There will be a single report containing all evaluation findings and verdicts.
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� As per TrustCB definitions found on the Certification Body website � HYPERLINK "https://trustcb.com" �https://trustcb.com�


� 	A certificate is considered valid from the date of issue until the date of expiry, unless there is a decision by TrustCB to suspend, withdraw or terminate the certificate.


�	For definitions of confidentiality ratings used by TrustCB, see � HYPERLINK "https://trustcb.com" �https://trustcb.com�.


�	An Evaluator is an ISO 17025-accredited evaluation facility, licensed by TrustCB for this scheme.


� � HYPERLINK "https://trustcb.com/iot/sesip/" �https://trustcb.com/iot/sesip/� 


�	The TrustCB PSA Certified scheme procedures, instructions, forms and all other documents can be found on the TrustCB PSA Certified scheme webpage (�HYPERLINK "https://trustcb.com/iot/psa/"��https://trustcb.com/iot/psa/�)


� Evaluation against � REF SESIP_L3 \h ��[SESIP-L3]� can only be performed by those labs licensed by TrustCB under the TrustCB SESIP scheme.
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