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TrustCB Application Form
eIDAS 
(referencing EUCC for the ICT security certification basis)
TrustCB is an independent commercial certification body specialising in the certification of IT security, ICT security, cybersecurity and cryptographic products (and associated sites, processes and services) evaluated in accordance with international and industry standards.
This application form is intended to register a QSCD (qualified electronic signature and/or qualified electronic seal creation device) for certification by TrustCB B.V.,  as designated Certification Body for eIDAS, by the Dutch Supervisory Body for eIDAS.
The eIDAS application form must either be submitted with a parallel application for EUCC, or reference an existing EUCC certification activity, for the exact same QSCD as presented in the eIDAS application. The stated QSCD functionality shall align with the stated functionality in the Security Target submitted for the associated EUCC certification activity. 
This completed application form should be submitted to eucc-applications@trustcb.com, with “eIDAS application” in the subject line

	Application Form reference:
	Reference provided by the Sponsor  to identify this application document


1 Application for eIDAS certification
1.1 Scheme
TrustCB B.V. is designated by the Dutch Ministry of Economic Affairs as certifying body of qualified means for creating electronic signatures and seals, as referred to in Article 30 of REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC [eIDAS Regulation].
The EU Digital Identity Framework Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amends Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework. The amending provisions of this regulation entered into force on 20th May 2024. 

1.2 Terms and disclaimers
The evaluation results apply only to the specific version or identification of the TOE as defined in the Security Target.

Issuance of a certificate is not a guarantee that the certified product is free from security vulnerabilities. It does not absolve the Certification Sponsor (Sponsor) of any liability for damages resulting from the use of the certified product.
A certificate is not an endorsement or recommendation for use of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, and no warranty of the product by TrustCB or by any other organisation that recognises or gives effect to the certificate, is either expressed or implied. 
TrustCB’s liability for loss and/or damages in the performance of the certification activities, an unlawful act or otherwise, is limited to the amount (exclusive of VAT) that the Sponsor has paid under this agreement. Claims beyond this point are limited to the amount paid out to TrustCB by its insurer. TrustCB will use its best endeavours to ensure the insurer pays out. TrustCB is in no event liable for indirect damages, consequential damages, lost profits, missed savings or damages through business interruption.
This agreement shall be governed exclusively by Dutch law. Any dispute will be submitted to the competent court in The Netherlands for the district where TrustCB has its registered office.
1.3 Rights and obligations

TrustCB will issue a certificate with unique certificate ID at the successful completion of an eIDAS certification activity. 
The issued certificate does not include a Certification Mark for the scheme.

1.3.1 Sponsor obligations
The sponsor must comply with the provisions of the EUCC scheme operated by TrustCB with the exclusion of the Purchase Conditions of sponsor and shall make all necessary arrangements for the conduct of the evaluation for EUCC being preconditional for eIDAS-certification. The provisions of the EUCC scheme are published on the TrustCB website.
The sponsor must comply with the provisions of the eIDAS REGULATION (EU) No 910/2014 and of the EU Digital Identity Framework Regulation (EU) 2024/1183.
eIDAS certificates are issued with a validity period of a maximum of 5 years with a condition that vulnerabilities assessments are carried out under the responsibility of the Sponsor every two years. Where vulnerabilities are identified and not remedied, the certification shall be cancelled. (reference: (EU) 2024/1183 article 1 (29) amending Article 30 of 910/2014, entered into force 20th May 2024.)
The Sponsor confirms they will always fulfil the scheme requirements for certification as required by the scheme. This includes implementing relevant changes in scheme requirements (new or revised), where these have been communicated by TrustCB as impacting the Sponsor’s project.

Where necessary, due to the nature of the change in requirements, TrustCB shall identify the need for an activity to verify the implementation of the changes by the Sponsor, and/or other actions as required by the scheme.

The Certification Sponsor:

· Shall not make any claim of certification while the TOE is still under evaluation. 

· Shall ensure the certification status is understandable by their consumer and not misleading in any way.
· Shall ensure that any alteration to the TOE results in a new version of the TOE, that does not make any claim of being covered by a previously issued certificate

· Shall ensure that all objects referencing the certificate are manufactured or produced by the companies listed in the certificate and conform to the evaluated security characteristics;
· Shall inform TrustCB of any issues or deficiencies in the TOE that could affect compliance with the certification requirements. This includes notifying TrustCB of vulnerabilities discovered in the TOE.
· Shall make arrangements to investigate any complaints reported in relation to compliance of the TOE with the certification requirements.
1.3.2 Obligations around Certificate usage

Where the certificate is referenced as evidence of the certification status of a TOE:

· The certificate shall be referenced in its entirety, as issued and/or published in the TrustCB website and with no form of abbreviation or modification

· All TOEs referencing the certificate as evidence of compliance to the scheme shall be manufactured or produced by the company or companies listed in the certificate and in a way that ensures their continuing compliance to the evaluated security characteristics

· Any advertising of the certified listing of a TOE

· Shall be for the TOE version as described at the time of the certification assessment.

· Shall only be for those security characteristics that were in the certified scope of the evaluation.

· Shall be immediately discontinued when the TOE is no longer listed (i.e., certificate is expired, suspended, terminated or withdrawn).
1.3.3 Explanation of graphics, logos and marks used on Certificates
The following graphics, logos and marks may be found on TrustCB issued eIDAS certificates and are explained as follows:
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	RvA accreditation mark owned by RvA, Raad voor Accreditatie, and required to be used on RvA accredited certificates issued by TrustCB.

This mark as used on a TrustCB issued certificate is not a certification mark.

The use of this mark is strictly governed by the RvA.

	[image: image2.png]TRUSTCB'
A 4

TRUST AND VERIFY




	Certificates issued by TrustCB include the TrustCB owned TrustCB logo.

The TrustCB logo is not a certification mark.

TrustCB reserves the right to take all necessary steps against any misuse of (Registered) Trademarks of TrustCB, as per trademark laws.


1.4 Confidentiality of the certification
TrustCB commits to the confidential management of all information obtained or created during the performance of the certification assessment activities related to this application. 

TrustCB holds NDAs with all of its licensed labs to ensure confidentiality of an assessment. Sponsors are recommended to hold a separate NDAs with their selected (TrustCB Licensed) lab.

All information received during the course of the certification assessment for this scheme is considered proprietary information and regarded as confidential under the TrustCB category of sensitive information
.

The exceptions to confidential handling are:

· information that the Sponsor agrees to make publicly available, or when agreed between the Sponsor and TrustCB, or otherwise authorised by contractual agreement. TrustCB shall inform the Sponsor in advance, when agreed information is to be placed in the public domain.

· If TrustCB is required by law or authorized by contractual arrangements to release confidential information, the Sponsor shall, unless prohibited by law, be notified of the information provided.

At the conclusion of an evaluation and certification activity:
· If the TOE fails the evaluation, all parties shall maintain their commitment to ensure the confidentiality of this assessment.

· The associated intermediate results and verdicts produced during the evaluation are considered to be secret information regardless of outcome.
· The successful certification shall be notified to ENISA for publication on the eIDAS dashboard. In addition, it will be published on the TrustCB webpage for eIDAS certifications.

TrustCB holds an ISO17065 accreditation issued by the RvA, Dutch Accreditation Council. As part of their accreditation activities, RvA may audit or witness any accredited certification activity performed by TrustCB. RvA states its legal responsibility as a national accreditation body and independent government agency to handle data with care and with technical and organisation measures that protect confidential information.
 

1.5 Costs related to certification

It is the responsibility of the Sponsor to choose a TrustCB EUCC licensed ITSEF and to negotiate the contractual conditions between them (including financial arrangements), before submitting this application.

TrustCB B.V. charges the costs for the certification and notification process in accordance with the price list as published on the TrustCB eIDAS webpage. 

2 Scope of IT security assessment

Please complete all tables relevant to the application 
2.1 TOE description
	QSCD product name:
	Must align with the EUCC application
Also required for the ENISA eIDAS dashboard listing

	QSCD product version
	Must align with the EUCC application

Also required for the ENISA eIDAS dashboard listing

	 Software Reference:
	Required for the ENISA eIDAS dashboard listing

	Software Version:
	Required for the ENISA eIDAS dashboard listing

	 Hardware Reference:
	Required for the ENISA eIDAS dashboard listing

	Hardware Version:
	Required for the ENISA eIDAS dashboard listing

	Short description:
	


2.2 Certification type and EUCC linkage
	New eIDAS certification
	Yes/No

	Recertification 
	please state certificate ID of previous eIDAS certificate 

	Associated EUCC project 
	Please indicate if a parallel EUCC application has been made for the QSCD project. Otherwise provide detail on how the common criteria assessment for this QSCD has been performed.


2.3 QSCD details

	Type 1 QSCD:
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	Or Type 2 QSCD: 
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	Qualified electronic Signature Creation Device (QSigCD):
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	Qualified electronic Seal Creation Device (QSealCD):
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Notes: As detailed in DCAP for eIDAS: 

· a Type 1 QSCD is either a smartcard or HSM-based device where the electronic signature/seal creation data is held in an entirely but not necessarily exclusively user-managed environment;
· a Type 2 QSCD is an HSM-based device where a Qualified Trust Service Provider manages the electronic signature/seal creation data on behalf of a signatory/creator of a seal.
The QSCD capability (Signature creation or Seal Creation or both) must align with the QSCD capability stated in the Security Target of the associated EUCC project.

	REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC
	Article 30(3)(a) 
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	Article 30(3)(b) with alternative process DCAP version 7.0
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	Which ‘case’ in DCAP is applicable?
	Case A
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	Case B
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	Case C
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2.4 Supported Protection Profiles
	EN 419 211-2: Protection profiles for secure signature creation device — Part 2: Device with key generation
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	EN 419 211-3: Protection profiles for secure signature creation device — Part 3: Device with key import
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	EN 419 211-4: — Protection profiles for secure signature creation device — Part 4: Extension for device with key generation and trusted channel to certificate generation application
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	EN 419 211-5: Protection profiles for secure signature creation device — Part 5: Extension for device with key generation and trusted channel to signature creation application
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	EN 419 211-6: Protection profiles for secure signature creation device — Part 6: Extension for device with key import and trusted channel to signature creation application
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	EN 419 221-5: Protection Profiles for TSP Cryptographic Modules - Part 5 – Cryptographic Module for Trust Services
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	EN 419 241-2: Trustworthy Systems Supporting Server Signing Part 2: Protection Profile for QSCD for Server Signing
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	Other Protection Profiles (specify)

.................................................................................

.................................................................................

.................................................................................

(Note: When claiming another Protection Profile, the security objectives for the TOE and for the operational environment must ensure that the security claim is in line with the requirements from Annex II of the eIDAS regulation and that the statement of security problem definition is equivalent or more restrictive than the statement of security problem definition in the PP(s) of the EN 419 211 series referenced in Article 30(3)(a).)
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	No Protection Profile 
(Note: When claiming no Protection Profile, the security objectives for the TOE and for the operational environment in the ST must ensure that the security claim is in line with the requirements from Annex II of the eIDAS regulation and that the statement of security problem definition is equivalent or more restrictive than the statement of security problem definition in the PP(s) of the EN 419 211 series referenced in Article 30(3)(a).)
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2.5 Scheme references applied to this application
2.5.1 Scheme basis
	[EUCC]
	Commission Implementing Regulation (EU) 2024/482 of 31 January 2024 (EUCC)

	[eIDAS Regulation]
	Regulation (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC 
And amending Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024, The EU Digital Identity Framework Regulation


2.5.2 Scheme documents

	[DCAP]
	TrustCB-eIDAS-Dutch-Conformity-Assessment-Process
	Version 7.0

	[TrustCB_SP]
	TrustCB Scheme Procedure – eIDAS
	Version 2.0

	https://trustcb.com/common-criteria/eidas/ 


2.5.3 State-of-the-Art documents referenced (current version unless otherwise stated)

	State of the Art document: Security Evaluation and Certification of Qualified Electronic Signature/Seal Creation Devices 



	https://certification.enisa.europa.eu/certification-library/eucc-certification-scheme_en 


2.6 Assessment Disclosure (confidentiality of the ongoing assessment)
	Does the sponsor wish the existence of this assessment be made public?

Note: This is optional and would result in an entry of the QSCD on the TrustCB published webpage for ongoing certifications
	[YES / NO]


2.7 Publication of the certificate

A positive result of the eIDAS assessment is the issuing of an eIDAS-certificate. 

TrustCB B.V. will list the eIDAS certificate on the TrustCB webpage for eIDAS, together with the Certification Report and Security Target for the associated EUCC certification.
TrustCB B.V. will also submit a request for eIDAS-notification on the EU eIDAS Dashboard.
2.8 Additional details or special requests relating to this certification

Please use this section to supply additional details relevant to the application. Note non-standard requests may incur additional certification costs.
3 Involved parties

3.1 Sponsor
The Sponsor is the organisation that has responsibility for the certified eIDAS QSCD and ensures fulfilment of the obligations in section 1.3.1 of this document.
The Sponsor for the eIDAS activity is expected to the same organisation as the sponsor for the associated EUCC activity. 
	Organisation name:
	certification sponsor name on the Certificate 

	Address:
	certification sponsor address on the Certificate

	Commercial Contact:
	for contractual matters

	Project Contact:
	For this project

	Telephone number:
	

	E-mail address:
	

	Website:
	

	Invoicing and payment details – please complete all fields:

	Organisation name for invoicing:
	This may be the ITSEF.

	Chamber of Commerce reference: (company registration) 
	

	VAT reference:
	

	Contact name (financial)
	For finance matters

	Address:
	

	Telephone number:
	

	E-mail address:
	


3.2 ITSEF
The Evaluator performs the eIDAS evaluation in accordance with the Dutch Conformity Assessment process for eIDAS (DCAP) process. It acts as a third-party independent of the Sponsor. It is licensed by the Certification Body for EUCC and as such is bound to comply with the provisions of the Scheme.

To perform its work, the Evaluator shall have access to all information necessary to complete its evaluation according to DCAP.

	Organisation name:
	

	Address:
	

	Contact name:
	

	Project Manager
	For this project

	Telephone number:
	

	E-mail address:
	


3.3 Certification Body

TrustCB acts as the CB and implements the eIDAS scheme in accordance with the DCAP for eIDAS. Its primary role is to provide independent confirmation that evaluations were carried out properly, in accordance with the provisions of the Scheme, and that the conclusions of these assessments are well founded.
	Organisation name:
	TrustCB B.V.

	Address:
	Van den Berghlaan 48, 2132 AT Hoofddorp, The Netherlands

	Telephone number:
	+31 (0)23 737 08 00

	E-mail address:
	eucc-applications@trustcb.com 

	Website:
	https://trustcb.com/common-criteria/eidas/ 

	Accredited by:

	Organisation name:
	Raad voor Accreditatie (RvA)

	Website:
	https://www.rva.nl

	E-mail address:
	contact@rva.nl


4 Signatures

4.1 Sponsor
I hereby declare that I have read the terms in section 1 of this form and the provisions of the eIDAS DCAP, and that I commit to the responsibilities of the Sponsor. I also declare that all relevant contractual agreements with the ITSEF (and, where relevant, the developer) have been arranged and hereby requests to start the process for the eIDAS evaluation and certification of the product identified in this application form.

	Organisation name:
	

	Signature  of the person who legally represents the sponsor
	

	Name and title:
	

	Location:
	

	Date:
	


4.2 ITSEF
I hereby declare that I have read the terms in section 1 of this form and the provisions of the eIDAS DCAP for eIDAS regulation assessment and that I commit to the responsibilities of the ITSEF. I also declare that all relevant contractual agreements with the sponsor (and, where relevant, the developer) have been arranged.

	Organisation name:
	

	Signature  of the person who legally represents the  Evaluation Facility
	

	Name and title:
	

	Location:
	

	Date:
	


[image: image21.png]



�	For definitions of confidentiality ratings used by TrustCB, see � HYPERLINK "https://trustcb.com" �https://trustcb.com�.


� 	RvA privacy statement: � HYPERLINK "https://www.rva.nl/en/privacy-statement/" �https://www.rva.nl/en/privacy-statement/�
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