
Security Target for <Platform name>
Version <1.0>, dated <yyyy-mm-dd>

<Development Organisation>
Based on [SESIP] methodology, version “Public Release v1.0”
1 Introduction

The Security Target describes the Platform (in this chapter) and the exact security properties of the Platform that are evaluated against [SESIP] (in chapter “Security requirements and implementation”) that a potential consumer can rely upon the product upholding if they fulfill the objectives for the environment (in chapter “Security Objectives for the operational environment”).
1.1 ST reference
See title page.

1.2 Platform reference

<Unique identification of the platform>

	TOE name
	<TOE name>

	TOE version
	<TOE version>

	TOE identification
	<TOE id details>

	TOE Type
	<e.g. microcontroller platform for IoT applications>


1.3 Included guidance documents

The following documents are included with the platform:
	Reference
	Name
	Version

	<[Ref]>
	<Full title of the document>
	<Vx.y>


	[API]
	API standard
	V0.3

	[Datasheet]
	Datasheet
	V1.3

	[Installation]
	Installation guide
	V5.3

	[Manual]
	User Manual
	V4.2


	
	
	


1.4 (Optional) Other Certification

The product has previously been evaluated following the <name/reference of the methodology>:
	Scheme
	<Schemename>

	Certification body
	<Name of certification body>

	Certification number
	<Full certificate reference
>

	Certificate date
	<Certificate issuance date>


1.5 Platform functional overview and description
<A short introduction and description of the platform must be provided. Typically this would be taken from the datasheet. An overview picture and feature set should be described. 1-2 pages are expected.>
The TOE consists of a <describe TOE parts e.g. microcontroller and platform implementing secure boot>.

The TOE is intended to be used by <e.g. an integrator that deploys it into an IoT solution together with its own user application, providing assurance that the IoT application is securely booted and operates securely>.

The main security features of the TOE are as follows:

· <Secure boot.

· Crypto processor.

· ….>

The TOE scope is depicted in Figure 1 <Replace this generic figure according to the TOE architecture and scope>. The blue parts are within the evaluation scope and the gray parts are outside of the evaluated scope. The out of scope part comprises <to be completed by developer>.

The physical scope includes only <write specific scope details, which may be a silicon chip, a PCB, … >.

The logical scope includes <add logical scope, e.g. platform that implements an API for the applications>

<Add all the necessary details: libraries, drivers, versions, …>

[image: image1.png]Platform

Microcontroller





Figure 1 TOE scope
<Add additional description>.
2 Security Objectives for the operational environment

2.1 Platform Objectives for the Operational Environment
For the platform to fulfill its security requirements, the operational environment (technical or procedural) shall fulfil the following objectives
.
<List all mandatory objectives for the environment with reference to where in the guidance documents this objective is described. Examples of such objectives are:
· The application shall verify the correct version of all platform components it depends on (as described in [Manual] section “version check”).

· The application should support the invocation of the update mechanism as described in [Manual] section “updates”
· The platform shall only be deployed in environments where there is no physical attacker possible (as described in [Datasheet] section “limitations”).

· The application shall not allow execution of hostile code (as described in [Datasheet] section “limitations”).
>

2.2 (Optional
) Inherited Objectives for the Operational Environment
The platform includes platform parts that have previously been evaluated under <some SESIP scheme>. That platform part defined objectives for its own operational environment, which have been handled by the platform as follows: 

<For every operational environment objective defined in a platform part, recall the objective and explain how this objective has been handled by the platform:

· If the operational objective is entirely or partly covered by the platform, then provide an explanation by referring to the platform’s SFRs.
· If the operational objective is not or partly covered by the platform, then provide an explanation by referring to the platform’s own objectives for the operational environment.
>
3 Security requirements and implementation
3.1 Security Assurance Requirements

The claimed assurance requirements package is: SESIP1/SESIP2/SESIP3/SESIP4/SESIP5 
as defined in [SESIP].
3.1.1 Flaw Reporting Procedure (ALC_FLR.2)

In accordance with the requirement for a flaw reporting procedure (ALC_FLR.2), including a process to give generate any needed update and distribute it, the developer has defined the following procedure:

<Describe the procedure, including where flaws can be reported (website and/or email address), how the reported flaws are handled in a timely manner, and how an application developer/end-user can get informed of the update. If the “Secure Update of Platform” SFR is removed, you have to provide a strong argumentation here why the platform is not worth getting an update. However, the process to receive the reports of flaws and handling them in a timely manner needs to be described in any case.>

3.1.2 Vulnerability Survey (AVA_VAN.1)

In accordance with the requirement for a vulnerability analysis survey (AVA_VAN.1) the developer has performed a vulnerability survey and submits the following test results to demonstrate the consideration of publicized potential vulnerabilities relating to the TOE:


<Describe what form the vulnerability survey took and describe the testing performed as a result, e.g. considered all attacks relating to a basic attack potential, which are considered in X public domain tool, and so executed the tool with specified results.>

3.2 Security Functional Requirements

The platform fulfills the following security functional requirements
:
3.2.1 Verification of Platform Identity
The platform provides a unique identification of the platform, including all its parts and their versions. 

Conformance rationale:

<Description of how the platform implements a way to tell that something it the certified platform. Expected is a short paragraph like:
The platform has a dedicated memory area <name> that includes a <#bits>-bit identifier unique for this platform series, encoding the “Platform reference” into the value 0x12345678.>
<Description of how this implementation is assessed, for instance by reference to testing, conformance to another standard, or reliance on other parties. Expected is a short paragraph like:
The <name> memory area is written as part of the production process, and the production testing procedures verify the value has been written correctly.>
3.2.2 Secure Update of Platform
The platform can be updated to a newer version in the field such that the integrity, authenticity and confidentiality of the platform is maintained.

Conformance rationale:
<Description of how the platform implements the update. Expected is 1-3 small paragraphs like:
The platform has a secure update mechanism named <name>. This mechanism can be used by the application to initiate an update. Updates are checked for integrity and authenticity by verifying a <#bits>-bits <signature algorithm> signature against the stored public key of the platform developer. The updates are encrypted for the platform series, protecting the confidentiality of the platform and any data added to the update.

The update mechanism verifies prior to installation that the version of the update is higher (more recent) than the current version installed, preventing roll-back and downgrading attacks. 

The application developer is required to make the update mechanism available via its infrastructure, as described in section “Security Objectives for the operational environment”
>

<Description of how this implementation is assessed, for instance by reference to testing, conformance to another standard, or reliance on other parties. Expected is a short paragraph like:

The update mechanism is tested for robust functioning by <testing lab> and evaluated for security by <scheme/lab>.
>

3.2.3 <Security Functional Requirement (SFR) from SESIP>

<SFR text (from [SESIP] chapter 3) with all lists and other optional items (identified in [SESIP] by “<…>”) filled out>

Conformance rationale:

<Description of how the platform implements the SFR>

<Description of how this implementation is assessed, for instance by reference to testing, conformance to another standard, or reliance on other parties. Expected is a short paragraph.>

4 Mapping and sufficiency rationales

This ST and associated TOE provide exact conformance to 
[Profile].
4.1 SESIP1 sufficiency

	Assurance Class
	Assurance Families
	Covered by
	Rationale

	ASE: Security Target evaluation
	ASE_INT.1 ST Introduction
	Section “Introduction” and “Title”
	The ST reference is in the Title, the TOE reference in the “Platform reference”, the TOE overview and description in “Platform functional overview and description”.

	
	ASE_OBJ.1 Security requirements for the operational environment
	Section “Security Objectives for the operational environment”
	The objectives for the operational environment in “Security Objectives for the operational environment” refers to the guidance documents.

	
	ASE_REQ.3 Listed Security requirements
	Section “Security Functional Requirements”
	All SFRs in this ST are taken from [SESIP].

“Verification of Platform Identity” is included.

“Secure Update of Platform” is included.

	
	ASE_TSS.1 TOE Summary Specification
	Section “Security requirements and implementation”
	All SFRs are listed per definition, and for each SFR the implementation and verification is defined in Security Functional Requirements.

	AGD: Guidance

documents
	AGD_OPE.1

Operational user

guidance
	<Reference to guidance documents listed in section “Included guidance documents” used to meet this requirement>
	The platform evaluator will determine whether the provided evidence is suitable to meet the requirement.

	
	AGD_PRE.1

Preparative

procedures
	<Reference to guidance documents listed in section “Included guidance documents” used to meet this requirement>
	The platform evaluator will determine whether the provided evidence is suitable to meet the requirement.

	ALC: Life-cycle support
	ALC_FLR.2 Flaw reporting procedures 
	Section “Flaw Reporting Procedure (ALC_FLR.2)”
	The flaw reporting and remediation procedure is described.

	AVA_VAN.1
	AVA_VAN.1 Vulnerability survey
	Section “Vulnerability Survey (AVA_VAN.1)”
	The vulnerability survey and associated test results are described.


5 References

[ARM PSA L1]
ARM PSA Certified™ Level I Questionnaire, Document reference JSADEN0001, Version 1.0, dated 26/02/2019

[Profile]
SESIP Profile: ARM PSA L1 (Chip), version 1.0

[SESIP]
GlobalPlatform Technology, Security Evaluation Standard for IoT Platforms (SESIP), GP_FST_070, Public Release v1.0, March 2020
�ASE_INT.1-2 Unique reference of the ST: Title+version must be unique. Date of issuance is highly advised.


�If your corporate style has a different place to identify documents uniquely (including version and/or date), please adjust as needed. Requirement is that the ST is uniquely identifiable, also during draft iterations with the lab/certifier.


�The platform has to be uniquely identified. This may be one complete identification or a set of component identifications (of say the hardware and various libraries).


�The guidance should list in particular all the documents that will be provided to the evaluator for the documentation review, covering AGD_OPE.1 and AGD_PRE.1. This documentation is expected to be available to the customers without restrictions.


�Details to be provided


�Examples


�A link to the certificate on internet, and/or a copy of the certificate may be provided.


�The description of the security objectives for the environment shall include enough information for the platform customer (product vendor/integrator) to understand the requirements and implement them. In particular, every security objective shall include a precise reference to the user guidance.


�This section is only required for composite platforms that include platform parts that have been evaluated under a SESIP scheme. A dedicated subsection must be included for every platform part.


�Assurance requirements are typically simply listed in a Security Target, but in SESIP, and in particular in the lowest levels, where limited evidence is provided, some basic evidence needs to be included in the ST.


This applies at least for ALC_FLR.2 (at all levels) and for AVA_VAN.1 (for SESIP1).


The two Security Assurance Requirements are provided below as examples.


�Select the one package that is applicable, deleting the other four package options.


�The Verification of Platform Identity and the Secure Update of Platform requirements are explicitly listed here, because they are mandatory in all SESIP Security Targets. Additional SFRs are then added to suit the vendor’s objectives.


For every SFR, a description of the implementation proposed in the TOE and of the way this implementation is assessed also needs to be included


�Only this SFR may be removed (use strike-through) and only when in ALC_FLR.2 a strong argumentation is provided why updates are not necessary for this kind of device.


�Not all update mechanisms have this mandatorily so. If there is a way to update in the plain, remove this part as somewhere, someone, will accidentally use that plain update mechanism and hence potentially compromise the confidentiality of the platform code itself. Note that at SESIP2 or higher, in the vulnerability analysis, the evaluator must assume the “Knowledge of the TOE” is “public” unless all platform updates are always encrypted.


�Only SFRs taken from � REF SESIP \h ��[SESIP]� are permitted under the � HYPERLINK "https://trustcb.com/iot/sesip/" ��TrustCB SESIP Scheme�.





This section must be iterated for each security functional requirement to be claimed for the platform


�Every SFR must have a short description how it is implemented.


�Every SFR must have a short description how the implementation is verified (by testing, evaluation, or because a verified component is re-used).


�The ST must also include a rationale that explains how the assurance requirements are addressed in the Security Target or planned to be addressed in the evaluation. 


The present section provides examples for level SESIP1 (examples of other SESIP levels can be found in � REF SESIP \h ��[SESIP]� Annex D.5), and the last column provides some comments and indications on the answer.


In an actual Security Target, only one of these rationales should be included, without the comments, corresponding to the selected SESIP level.


�By default, TOE evaluations performed under the � HYPERLINK "https://trustcb.com/iot/sesip/" ��TrustCB SESIP Scheme� should claim exact conformance to a SESIP Profile.


�This table must be updated to reflect the claimed assurance requirements package from � REF SESIP \h ��[SESIP]� specified in Section � REF _Ref881555 \r \h ��3.1�  “� REF _Ref881555 \h ��Security Assurance Requirements�”.


Once updated to reflect the claimed SESIP Assurance Level, the Rationale column must be completed with a summary of how/where the assurance requirements are met (possibly referring to additional documents/materials, which can be anonymized prior to publication of the ST).


�Ensure this provides a unique reference to the original SESIP profile.






