
How to use this template – informative (this section can be deleted from the submitted ST)
This Security Target template (v1.0) is designed for use with the Mobile FeliCa Applet Protection Profile [MFAPP] to provide a product Security Target for the FAST scheme. Its purpose is to minimise the documentation load on all parties and as such developers are invited to use this template.
The parts of this document to be completed are highlighted in yellow, selections are highlighted in blue, parts that need to be changed with TOE details are in <brackets and using bold text>.
Any other text changes that relate to the TOE Security Target but are not in this Security Target template must be marked with underscores. Note that such text changes will be reviewed and may lead to additional complexity and costs in the evaluation and certification, possibly even refusal, under the FeliCa scheme.
Layout changes are allowed without marking and the use of your company format is welcomed.
-------------------------------------------------------------------------------------------------------------------------
Security Target

ST introduction

The reference of this ST is <insert reference> version <version>
TOE
The TOE is an IC Platform composed with the FeliCa Crypto Lib and the FeliCa Applet. Designed to meet the security functionality of the Mobile FeliCa Applet Protection Profile [MFAPP]. 
<In case of maintenance, provide the original TOE reference, ST reference and Security and Functional certification identifiers also.  (Remove this section if not necessary).>  
TOE reference

The TOE is referred to as <human readable name of the TOE>, and is named and uniquely identified by its response to the Polling command sent from a Felica Reader/Write, as follows:
	Field
	Field
	Value

	IC
	<Tag 0x00FE>
	

	Platform
	
	

	Crypto library
	
	

	FeliCa applet
	Request Product information
	


< Provide details of any additional steps required to uniquely identify this TOE (e.g. Platform identification) (Remove this section if not necessary).>  

TOE overview

The TOE consists of the following:

	TOE component
	Identification
	Form of delivery
	Certification identifier
	Certificate issue date

	Hardware IC
	
	(diced) wafer/module/card
	
	yyyy-mm-dd

	JavaCard
	
	Embedded in the above
	
	yyyy-mm-dd

	FeliCa Crypto library
	
	Embedded in the above
	SE L2 Functional Certificate ID or n/a
 
	yyyy-mm-dd or n/a

	
	
	
	FAST Security Certificate
	yyyy-mm-dd

	FeliCa applet
	
	Embedded in the above
	n/a
	n/a

	(Pre)personalisation documentation
	
	Remove if it does not exist
	n/a
	n/a

	Guidance documentation
	
	
	
	


The TOE claims the following FeliCa Crypto library packages of the [MFAPP] section 6:

 FORMCHECKBOX 
DES1   FORMCHECKBOX 
DES2   FORMCHECKBOX 
DES3   FORMCHECKBOX 
AES1    FORMCHECKBOX 
AES2
Conformance claims
This ST claims strict compliance to the Mobile FeliCa Applet Protection Profile (called “[MFAPP]” in the remainder of this document) under Common Criteria version 3.1, revision 5.
This ST is CC Part 2 conformant:

· Exactly, the SFRs of the [MFAPP] are included by reference. 
The ST is CC Part 3 conformant:
· The assurance package is EAL4 augmented with AVA_VAN.5 and ALC_DVS.2. 

The rationale behind these claims is the requirement that the FeliCa security evaluation scheme requires compliance to this [MFAPP] for this TOE type (FeliCa products).
Security Problem Definition

Refer to [MFAPP].

Objectives

Refer to [MFAPP].
Extended components definition

Refer to [MFAPP].
Security Requirements

Security Functional Requirements
Refer to [MFAPP]. 
Security Assurance Requirements and Rationale
See section “Conformance claims”.
TOE Summary Specification

The TOE implements the SFRs by access control to the FeliCa services in accordance to the FeliCa specification, sufficiently hardened to counter attackers at AVA_VAN.5 level.
References
[MFAPP]

FeliCa Networks, Inc. Mobile FeliCa Applet Protection Profile, version 1.0
[FeliCa-CL-Tool]
FAST FeliCa Crypto Library API Checker tool list version 1.0

� FeliCa Crypto library functionality is verified using the API Checker tool [FeliCa-CL-Tool] provided from FeliCa Networks. 





