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1 Introduction
1.1 ST reference
This ST’s title is “PSOC™ Control C3 Entry Line EPC 2 and PSOC™ Control C3 Main Line EPC 2” Revision 2.0 dated
2026-01-30.
1.2 SESIP Profile Reference
Table1 SESIP Profile Reference
Reference Value
PP name SESIP Profile for PSA Certified Level 2
PP version V2.0 RELO1

Assurance Claim

SESIP Assurance Level 2 (SESIP2)

SESIP Standard

GlobalPlatform GP_FST_070v1.2

Optional and additional SFRs | Secure Debugging

1.3 Platform Reference
Table2 Platform Reference
Reference Value
Platform PSOC™ Control C3 Entry Line EPC 2 and PSOC™ Control C3 Main Line EPC 2
name
Platform See below
version
Platform Chip Silicon, Family: 0x118, Rev: 0x11
Identificatio | name
n and
versio
n
PSA ROM_Boot 1.0.0.11542
RoT Flash_boot 1.0.0.12031
name TF-M: 2.1.100.11252 (https://github.com/Infineon/ifx-trusted-firmware-
and _ m/releases/tag/release-v2.1.100; https://github.com/Infineon/ifx-trusted-firmware-
VErSIO | m-ns/releases/tag/release-v2.1.100)
n Drivers:
e CMSIS release-v5.8.2 (“5.8.2.1337;
https://github.com/Infineon/cmsis/releases/tag/release-v5.8.2)
e Core-lib release-v1.4.3 ("1.4.3.87"; https://github.com/Infineon/core-
lib/releases/tag/release-v1.4.3)
e MTB PDL CAT1 release-v3.16.0 (“3.16.0.40964";
https://github.com/Infineon/mtb-pdl-catl/releases/tag/release-v3.16.0)
Security Target 3 Revision 2.0
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Reference Value

e Target BSP release-v2.0.1 (“2.0.1.45585";
https://github.com/Infineon/TARGET KIT PSC3M5 EVK/releases/tag/releas
e-v2.0.1)

e Device DB release-v4.21.0 (“4.21.0.7643";
https://github.com/Infineon/device-db/releases/tag/release-v4.21.0)

e MBEDTLS Acceleration release-v2.7.0 (“2.7.0.1624”;
https://github.com/Infineon/cy-mbedtls-acceleration/releases/tag/release-
v2.7.0)

e Mbed Crypto release-v3.6.100 (“3.6.100.1181";
https://github.com/Infineon/ifx-mbedtls/releases/tag/release-v3.6.100)
QCBORV1.2 (“1.27;
https://github.com/laurencelundblade/QCBOR/releases/tag/v1.2)

Note that exactly these git versions have to be chosen by the user in order to build the TOE. Further, when
building TF-M, the configuration as defined in section 7 has to be chosen.

1.4 Included Guidance Documents
Table 3 Guidance Documents
Reference Name Version
[RefManHW] PSOC™ Control C3 architecture 002-39348 Rev. *C, 2024-12-05
[SecGuidelines] Getting started with PSOC™ 002-40106 Rev. *A, 2024-12-12
Control C3 security
[Dsheet] PSOC™ Control C3 - PSC3P5xD, 002-36032 Rev. *F, 2025-04-15
PSC3M5xD Datasheet
[Provisioning] PSOC™ Control provisioning 002-41344 Rev. **,2025-04-11
specification
[TFMUser] User Guide, Release 2.1.100 Release 2.1.100, 2025-05-27
[TFMRef] TF-M Reference Manual
[SetupGuid] TF-M Code Example v. B*,2025-11-20
User Guide
1.5 Platform Functional Overview and Description
1.5.1 Platform type

The Platform type is a processor with internal hardware isolation, using ARM® TrustZone and MPU.

1.5.2 Physical Scope
The hardware is a system-on-Chip.
The TOE consists of a combination of software, hardware and guidance documents:

Figure 1 Physical Scope
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TOE

Software:
ROM Boot
Flash Boot

TF-M
<z

Hardware:
Cortex-M33 CPU
TrustZone, MPU
Cryptographic Accelerator
ROM, RRAM, SRAM
Interfaces
System resources: power, clock

Guidance

The platform consists of a combination of software, hardware and guidance documents. The hardware is part
of a system on chip and consists of a Cortex M-33 core with TrustZone and MPU. It is a semicustom part of an

SoC. The software including boot code and an adapted TF-M is stored in ROM and SFLASH. The ROM and Flash
boot build the immutable RoT. TrustZone is used to separate secure (SPE) from insecure (NSPE) code. NSPE is

not part of the TOE.

The table as follows provides a description for the individual physical parts:

Table 4 Description of physical parts

Physical part

description

ROM boot & Flash boot

BootROM firmware (ROM boot & Flash boot) boots up the device and launches
next-stage firmware image. So, this firmware:

¢ initializes hardware resources of the device with the set of Trim values;
e configures external debug interfaces;

o applies device wounding configuration;

e depending on the requested boot flow and location of the next-stage
firmware configures external memory interfaces

e loads and launches next-stage firmware.

Along with the provisioned keys and configuration BootROM firmware serves
as the device HW RoT. So, this firmware:

e supports secure boot process with authentication of the next-stage
firmware image before launch;

e calculates cryptographic measurements for Device/Alias keys/certificates
generation according to the TCG DICE specification;

Security Target

5 Revision 2.0
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e depending on the lifecycle and wounding settings configures protection
means of the device (memory and peripheral) to protect:

e integrity of the boot flow, correctness of lifecycle transitions, device
configuration and critical assets

The distinction between Flash and Rom boot is only the code, that is located
in SFlash for easier patching/fixing, w/o necessity of re-spin

TF-M Implements the Sec ure Processing Environment (SPE). It is part of the chain-
of-trust, invoked by the bootloader after being verified. After securing the
SPE, TF-M in turn launches the Non-Secure Processing environment (NSPE),
which has previously been verified by the bootloader.

TF-M reads the lifecycle from eFUSE, the die ID and device ID from SFLASH,
and the booted image details from RAM (written by the bootloader), and
includes these in the attestation data.

Cortex-M33 CPU Standard 32-bit ARM® CPU

TrustZone, MPU TrustZone is a hardware-based security technology that creates two isolated
"worlds" on a single processor to protect sensitive data and operations.

An ARM® MPU, or Memory Protection Unit, is an optional hardware
component in an ARM® Cortex-M processor that defines memory regions and
assigns access permissions to them, protecting memory areas by preventing
unauthorized access.

Both of them are used for separation between SPE and NSPE.

Cryptographic accelerator The following are the features of the cryptographic accelerator:

e Advanced Encryption Standard (AES)-128 to accelerate block cipher
functionality and only supports the encryption functionality of a single
128-bit block with a fixed 128-bit key

e Secure Hash Algorithm (SHA)-256 to accelerate hash functionality
e True random number generator (TRNG)

e Vector unit (VU) to support asymmetric key cryptography, such as RSA and
Elliptic-Curve Cryptography (ECC)

ROM, RRAM, SRAM Memories of the TOE. BootROM is located in ROM and RRAM

Interfaces The TOE offers 50 GP10s

System resources Provision of various clock domains/oscillators and low power functionality
1.5.3 Logical Scope

The scope for a SESIP Security evaluation, or Target of Evaluation (TOE), according to the chosen profile is the
combination of the trusted hardware and firmware components implementing a PSA-RoT with the Security

Security Target 6 Revision 2.0
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Functional Requirements stated in this document. The logical scope consists of a security approach as depicted
in Figure 2:

Figure 2 Logical Scope

TOE SPE

Cortex M-33 |
« Secure MCU boot |
« Attestation
« Provisioning support
= Secure Partition Manager
+ PSAROoT services NSPE
+ Application RoT
+ Cryptographic services !
« Trusted KeyStore

1.5.4 Usage and Major Security Features
This profile considers the following features for the purpose of PSA Level 2 security evaluation:

e ASecure Processing Environment (SPE) isolated by hardware mechanisms to protect critical services and
related assets from the Non-Secure Processing Environment.

e ASecure Boot process to verify integrity and authenticity of executable code in a chain of trust starting
from the Boot ROM. Related certificates are protected in integrity by hardware mechanisms.

e Support for Trusted Key Store, to protect in integrity and confidentiality sensitive assets for the SPE and
related applications. These assets include the Hardware Unique Key (HUK), the PSA-RoT Public Key
(ROTPK), the Initial Attestation Key (IAK), and the unique instance ID.

e ASecurity Lifecycle for the SPE, to protect the lifecycle state for the device and enforce the transition rules
between states.

e Cryptographic functions services for SPE and SPE applications.
e Support for an attestation method, for example Entity Attestation Token (according to IETF specification).
e Support for secure software update for none boot software with anti rollback.

e The Secure Partition Manager is part of the TF-M and facilitates the communication between the SPE and
NSPE.

e Pre-generated OEM keys and hash

1.5.5 Required Hardware/Software/Firmware
None
Security Target 7 Revision 2.0
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2 Security Objectives

For the platform to fulfill its security requirements, the operational environment (technical or
procedural) must fulfill the following objectives:

Table 5

ID Description Reference

KEY_MANAGEMENT Cryptographic keys and certificates outside of | This ST: cryptographic keys and
the platform are subject to secure key certificates outside of the
management procedures. product, used for example for

product personalization, shall be
handled by the OEM in a secure
way.

TRUSTED_USERS Actors in charge of platform management, for | This ST: Actors in charge of
instance for signature of firmware update, are | product management, for
trusted. instance product personalization,

shall be trusted personnel.
Note:

e UNIQUE_ID is not a security objective for this platform, because identification data is already added before
customer delivery by the developer of this TOE.

Security Target 8 Revision 2.0
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3 Security Requirements and Implementation

3.1 Security Assurance Requirements

The claimed assurance requirements package is SESIP2.

3.2 Flaw Reporting Procedure (ALC_FLR.2)

In accordance with the requirement for a flaw reporting procedure (ALC_FLR.2), including a process to report
flaw and generate any needed update and distribute it, the developer has defined the following procedure:

Flaws can be reported following the procedures as described in https://www.infineon.com/cms/en/about-
infineon/company/cybersecurity/

3.3 Security Functional Requirements from Base PP

3.3.1 Verification of Platform Identity

The platform provides a unique identification of the platform, including all its parts and their versions.

Conformance rationale: The version information as defined in Table 2 can be extracted from attestation.

3.3.2 Verification of Platform Instance Identity
The platform provides a unique identification of that specific instantiation of the platform, including all its parts.

Conformance rationale: this is covered by “Attestation of Platform Genuiness”.

3.3.3 Attestation of Platform Genuiness

The platform provides an attestation of the “Verification of Platform Identity” and “Verification of Platform
Instance Identity”, in a way that ensures that the platform cannot be cloned or changed without detection.

Conformance rationale: Attestation follows TF-M Initial Attestation [TFMRef].

3.3.4 Secure Initialization of Platform

The platform ensures its integrity and authenticity during platform initialization. If the platform integrity or
authenticity cannot be ensured, the platform will go to a state where no other operation except optionally
Secure Update of Platform can be performed.

Conformance rationale: The secure boot process begins with the immutable BootROM, which serves as the
RoT, verifying the integrity of the Flashboot code using a SHA-256 hash (ASSET_HASH-128 bit)stored in the
EFUSE/OTP.

Once the Flashboot code is validated, ROM_BOOT launches Flashboot and further Flashboot authenticates the
OEM application image using asymmetric encryption (ECDSA) and compares the image hash with the
generated hash (SHA-256: first 128 bits are stored & verified). This ensures that the OEM application has not
been tampered with or modified.

Security Target 9 Revision 2.0
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3.3.5 Attestation of Platform state

The platform provides an attestation of the state of the platform, such that it can be determined that the
platform is in a known state.

Conformance rationale: The attestation token also contains information about the life cycle state of the
platform.

3.3.6 Secure Update of Platform

The platform can be updated to a newer version in the field such that the confidentiality, integrity and
authenticity of the platform is maintained.

Conformance rationale: A firmware update for the device can be obtained through a process known as over-
the-wire (OTW) update. Once the firmware update has been successfully downloaded, the device's BootROM
validates its authenticity upon reset via ECDSA. The hash(first 128 bits of hash) of public key required for
verifying the digital signature of the firmware image is pre-loaded into the device during the OEM provisioning
stage. Counters in SFLASH are used to prohibit rollback.

3.3.7 Software Attacker Resistance: Isolation of Platform (between SPE and
NSPE)

The platform provides isolation between the application and itself, such that an attacker able to run code as an
application on the platform cannot compromise the other functional requirements.

Conformance rationale: The TOE consists of ARM® TrustZone enabled Cortex®-M33 to Isolate SPE and NSPE

environment.

3.3.8 Software Attacker Resistance: Isolation of Platform (between PSA-RoT
and Application Root of Trust Services)

The platform provides isolation between the application and itself, such that an attacker able to run code as an
application on the platform cannot compromise the other functional requirements.

Conformance Rationale: The TOE utilizes Trustzone in combination with MPU: It runs AROT as secure
unprivileged and platform RoT as secure privileged.
3.3.9 Secure Debugging

The platform only provides OEM and ICV (IC vendor) authenticated as specified in [SecGuidelines] section 9
“Debug Token” with debug functionality.

The platform ensures that all user data stored, with the exception of RAM and MMIO and CM33 registers, is
made unavailable.

Conformance rationale: The user can open the DAP via a debug token. The debug token is signed by the OEM
and only private key holder can generate such a token. Debugging can be permanently deactivated by the user
e.g. for Production Life Cycle State.

3.3.10 Cryptographic Operation

The platform provides Operations in Table 5 functionality with algorithms in Table 5 as
specified in specifications in Table 5 for key lengths described in Table 5 and modes described in Table 5.

Security Target 10 Revision 2.0
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Table6 Cryptographic Operation
Algorithm | Operations Specification Key lengths Modes
ECDSA Sign/Verify [IETF5639], NIST: P-256 -
[N186-4]
SHA-256 Hash generation | [N180-4] n.a. SHA-256
HMAC Random number | [N198-1] n.a. SHA-256
generation

Conformance rationale: For the asymmetric initial attestation, TF-M uses IAK for signing of the attestation
token. The attestation token data is hashed with SHA-256 and then directly signed with private ECDSA key
(secp256r1l).

For the FLASH_BOOT verification ROM_BOOT uses ASSET_HASH (SHA-256) and for the OEM image verification
the FLASH_BOOT uses hash locking(SHA-256) or digital signature(ECDSA) to verify the OEM image.

HMAC is used by the DRBG, see section 3.3.11.2.

3.3.11 Cryptographic Random Number Generation

3.3.11.1 TRNG

The platform provides a way based on physical RNG to generate random numbers to as specified in [N800-90B].

Conformance Rational: The TRNG is based on a six ring oscillators to provide mphysical noise sources. To
increase entropy and bias a post-processing step is implemented.

3.3.11.2 DRBG

The platform provides a way based on DRBG (HMAC with SHA-256) to generate random numbers to as specified
in [N800-90A].

Conformance Rational: The hardware TRNG of the TOE is used to seed the DRBG. In order to achieve prediction
resistance the DRBC uses HMAC with SHA-256.

3.3.12 Cryptographic Key Generation

The platform provides a way to generate cryptographic keys for use in cryptographic
algorithms in Table 6 as specified in specifications in Table 6 for key lengths described in Table 6.

Table7 Cryptographic Key Generation
ID Algorithm Specification Key lengths
1AK ECDSA key pair generation by [N186-5] Appendix A2.1 256 bits
PDL / Cryptolite
(Cy Cryptolite ECC MakeKeyP
air())
HUK DRBG Algorithm NIST SP 800-90A 256 bits

Revision 2.0
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Conformance rationale: IAK is generated by the TOE and stored in SFLASH during lifecycle state “Infineon
Manufacturing”.

3.3.13 Cryptographic KeyStore

The platform provides a way to store assets as specified in Table 8 such that not even the application can
compromise the attributes as specified in Table 8 of this data. This data can be used for the cryptographic
operations as specified in Table 8.

Table 8 Cryptographic Assets

Asset Attributes Cryptographic operation
HUK (Hardware Unique Key), | Integrity & confidentiality AES key derivation

OEM RoT public key Integrity ECDSA signature verification
IFX RoT public key Integrity ECDSA signature verification
Attestation private key (IAK) Integrity & confidentiality ECDSA signature generation
Attestation public key (IAK) Integrity ECDSA signature verification

Conformance rational: Cryptographic keystorage is implemented in SFLASH. HUK and IAK (both private and
public keys) are generated by the TOE. All keys except OEM RoT public key are generated/provisioned before
delivery to the customer, i.e. in lifecycle stage “Infineon Manufacturing”. OEM RoT public key is provisioned by
the customer in lifecycle state “Development”.
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4 Mapping and Sufficiency Rationales

4.1

Assurance

The assurance activities defined in [PSA-EM-L2] fulfil the SESIP2 activities. In particular, the required source
code review, vulnerability analysis and testing to an equivalent of 25 person-days of the [PSA-EM-L2] is

applicable

Table9

Assurance - Evidence Mapping

Assurance Class

Assurance Family Covered by

ASE: Security
Target Evaluation

ASE_INT.1 ST Introduction This document chapter 1

Rationale: this chapter is dedicated and reviewed to meet these requirements

ASE_OBJ.1 Security requirements for the This document chapter 2

operational environment

Rationale: this chapter is dedicated and reviewed to meet these requirements

ASE_REQ.3 Listed Security requirements This document chapter 3

Rationale: this chapter is dedicated and reviewed to meet these requirements

From this document the
rationales from chapter 3

ASE_TSS.1 TOE Summary Specification

Rationale: TSS is merged with the security requirements, as it also described, how
these are implemented

ADV: Development

This document chapter 1.4,
especially [RefMan] and [TFRef]
and [TFMUser];

ADV_FSP.4 Complete functional specification

Rationale: the guidance documents describe all interfaces and user functionality of the
TOE. There is dedicated mapping table between interface and user guidance
reference.

AGD: Guidance

AGD_OPE.1 Operational user guidance ‘ See [RefMan] and [SecGuidelines]

Documents Rationale: These guidelines provide sufficient guidance to operate the TOE in a secure
way. It is one of the evaluation tasks to assure this.
AGD_PRE.1 Preparative procedures See [Provisioning] and
[SecGuidelines] for setting up
delivery procedure
Rationale: These guidelines provide sufficient guidance to receive, accept and prepare
the TOE in a correct wy. It is one of the evaluation tasks to assure this.
ALC_FLR.2 Flaw reporting procedures ’ This document chapter 3.2
Rationale: the link provided allows externals to report flaws of the TOE to Infineon
Technologies AG.
ATE: Tests ATE_IND.1 Independent testing: conformance Independent testing carried out
by the ITSEF
Rationale:
AVA: AVA_VAN.3 Focused vulnerability Vulnerability and testing carried
Vulnerability analysis out by the laboratory
Assessment Rationale:
Security Target 13 Revision 2.0
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4.2 PSA Security Functions Mapping

This section shows the platform mapping to the PSA Security Functions.

Table 10

Functionality Mapping and Sufficiency Rationales

PSA Security Function

Covered by SESIP SFR

F.INITIALIZATION

Secure Initialization

F.SOFTWARE_ ISOLATION

Software Attacker Resistance: Isolation of Platform
(between SPE and NSPE)
Software Attacker Resistance: Isolation of Platform

(between PSA-RoT and Application Root of Trust
Services)

F.SECURE_ STORAGE

Cryptographic KeyStore

F.FIRMWARE_ UPDATE

Secure Update of Platform

F.SECURE_STATE

Secure Initialization
Attestation of Platform State

F.CRYPTO

Cryptographic Operation
Cryptographic Random Number
Cryptographic Key Generation

F.ATTESTATION

Verification of Platform Identity
Verification of Platform Instance Identity
Attestation of Platform Genuineness
Attestation of Platform State

F.AUDIT

Not covered by the TOE

F.DEBUG

Secure Debugging

Additional security functionality

Not covered by the TOE
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Reference Name

Standard Description

[IETF5639] IETF: RFC 5639, Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation, March 2010, http://www.ietf.org/rfc/rfc5639.txt

[N180-4] NIST: FIPS publication 180-4: Secure Hash Standard (SHS), August 2015

[N186-5] NIST: FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION Digital; Signature
Standard (DSS); February 3, 2023

[N197] Federal Information Processing Standards Publication, U.S. Department of Commerce,
National Institute of Standards and Technology, Information Technology Laboratory
(ITL), Advanced Encryption Standard (AES), FIPS PUB 197, as of 26st November 2001

[N198-1] FIPS PUB 198-1: The Keyed-Hash Message Authentication Code (HMAC), July 2008

[N800-38A] National Institute of Standards and Technology (NIST), Technology Administration, U.S.
Department of Data Encryption Standard, NIST Special Publication 800-38A, Edition 2001

[N800-90A] NIST Special Publication 800-90A Revision 1 Recommendation for Random Number
Generation Using Deterministic Random Bit Generators, June 2015
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PKCS #1: RSA Cryptography Standard, v2.2, October 27,2012, RSA Laboratories
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6 Terms and Abbreviations

See [PP] section 1.4 “Terms and Abbreviations”

MPU Memory Protection Unit
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7 Appendix: TF-M configuration options

The TF-M firmware is supplied as source code and must be built before loading.

To ensure that TF-M offers the security features required to comply with this ST, the following options must be

specified.

Table 11 Build Options
Flag Value
BL1 OFF
BL2 OFF
BL2_HEADER_SIZE 0x400
BL2_TRAILER_SIZE 0x00
CONFIG_TFM_HALT_ON_CORE_PANIC OFF
CONFIG_TFM_USE_TRUSTZONE ON

CRYPTO_HW_ACCELERATOR_CONFIG

<TF-M source dir>
platform/ext/target/infineon/common/spe/s
ervices/crypto/mbedtls_accel_configs/cryp
to_hw_cryptolite_config.h

CRYPTO_TFM_BUILTIN_KEYS_DRIVER

ON

IFX_PDL_SECURE_SERVICES

OFF

IFX_BOARD_PATH

<TF-M source dir>

platform/ext/target/infineon/psc3/board/KI
T_PSC3M5_EVK

IFX_BSP_DESIGN_FILE_NAME

flash

IFX_CRYPTO_KEYS_FLASH

ON

IFX_CRYPTOLITE_USER_CONFIG_FILE

<TF-M source dir>
platform/ext/target/infineon/psc3/spe/servi
ces/crypto/ifx_pdl_cryptolite_config.h

IFX_ISOLATION_PC_SWITCHING OFF
IFX_MBEDTLS_ACCELERATION_ENABLED ON
IFX_MBEDTLS_ACCELERATOR_TYPE CRYPTOLITE
IFX_MPC_DRIVER_SW_POLICY ON
IFX_PDL_PART_NUMBER PSC3M5FDS2AFQ1
IFX_PLATFORM_DEFAULT_DEVICE_ID ON
IFX_PLATFORM_DEFAULT_OTP ON
IFX_UART_ENABLED OFF
ITS_ENCRYPTION OFF

PROJECT_CONFIG_HEADER_FILE

<TF-M source dir>
tfm\platform\ext\target\infineon\psc3\spe\s
ervices\crypto\config_profile_psc3.h

PSA_INITIAL_ATTEST_MAX_TOKEN_SIZE 0x250
TFM_DUMMY_PROVISIONING OFF
TFM_FIH_PROFILE OFF
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TFM_ISOLATION_LEVEL

2

TFM_MANIFEST_LIST

<TF-M source dir>/
tools/tfm_manifest_list.yaml

TFM_MBEDCRYPTO_CONFIG_PATH

<TF-M source dir>
tfm\platform\ext\target\infineon\psc3\spe\s
ervices\crypto\tfm_mbedcrypto_config_pr
ofile_psc3.h

TFM_MBEDCRYPTO_PLATFORM_EXTRA_CONFIG_PATH

<TF-M source dir>
platform\ext\target\infineon\psc3\spe\servi
ces\crypto\mbedtls_target_config_psc3.h

TFM_MBEDCRYPTO_PSA_CRYPTO_CONFIG_PATH

<TF-M source dir>
tfm\platform\ext\target\infineon\psc3\spe\s
ervices\crypto\crypto_config_profile_psc3. h

TFM_MULTI_CORE_TOPOLOGY

OFF

Table 12 Additional flags required for the build

Flag

Value

TFM_PLATFORM

infineon/psc3

CONFIG_TFM_SOURCE_PATH

<TF-M source dir>

TFM_PROFILE profile_medium
Table 13 Partition flags required for the build:
Flag Value
TFM_PARTITION_CRYPTO ON
TFM_PARTITION_FIRMWARE_UPDATE OFF
TFM_PARTITION_INITIAL_ATTESTATION ON
TFM_PARTITION_INTERNAL_TRUSTED_STORAGE ON
TFM_PARTITION_NS_AGENT_MAILBOX OFF
TFM_PARTITION_NS_AGENT_TZ ON
TFM_PARTITION_PLATFORM ON
TFM_PARTITION_PROTECTED_STORAGE OFF

Table 14 Platform default flags required for the build:
Flag Value
PLATFORM_DEFAULT_ATTEST_HAL OFF
PLATFORM_DEFAULT_CRYPTO_KEYS OFF
PLATFORM_DEFAULT_IAK OFF
PLATFORM_DEFAULT_ITS_HAL OFF
PLATFORM_DEFAULT_NV_COUNTERS OFF
PLATFORM_DEFAULT_NV_SEED OFF
PLATFORM_DEFAULT_OTP OFF
PLATFORM_DEFAULT_OTP_WRITEABLE OFF
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PLATFORM_DEFAULT_PROVISIONING OFF
PLATFORM_DEFAULT_PS_HAL OFF
PLATFORM_DEFAULT_ROTPK OFF
PLATFORM_DEFAULT_UART_STDOUT OFF

Security Target

19

Revision 2.0
2026-01-30



o _.
PSOC™ Control C3 Entry Line EPC 2 and < Infineon
PSOC™ Control C3 Main Line EPC 2

Table of contents

8 Revision history
Document Date of release Description of changes
version
0.1 2025-03-05 Initial beta version
0.2 2025-04-08 Rework on logical scope
1.2 2025-06-16 First stable version
1.3 2025-08-11 Remove M55
1.4 2025-08-14 Fixes from issue tracker 2025-08-12
1.5 2025-09-08 Added more detailed description in physical scope; updated TOE
version information
1.6 2025-10-15 Added Appendix for secure TF-M configuration
1.7 2025-11-04 Added user guidance how to prepare TF-M, corrected remaining open
items
1.8 2025-11-20 Some fixes of PSA security functions <-> SFR mapping; user guidance
update
1.9 2025-12-15 TOE name change
2.0 2026-01-30 Added SESIP standard version
Security Target 20 Revision 2.0

2026-01-30



Trademarks

All referenced product or service names and trademarks are the property of their respective owners.

Edition 2026-01-30
Published by

Infineon Technologies AG
81726 Munich, Germany

© 2026 Infineon Technologies AG.
All Rights Reserved.

Do you have a question about this
document?

Email:

CSSCustomerService@infineon.com

Document Reference Number

Important Notice

Products which may also include samples and may be
comprised of hardware or software or both (“Product(s)”) are
sold or provided and delivered by Infineon Technologies AG
and its affiliates (“Infineon”) subject to the terms and
conditions of the frame supply contract or other written
agreement(s) executed by a customer and Infineon or, in the
absence of the foregoing, the applicable Sales Conditions of
Infineon. General terms and conditions of a customer or
deviations from applicable Sales Conditions of Infineon shall
only be binding for Infineon if and to the extent Infineon has
given its express written consent.

For the avoidance of doubt, Infineon disclaims all warranties of
non-infringement of third-party rights and implied warranties
such as warranties of fitness for a specific use/purpose or
merchantability.

Infineon shall not be responsible for any information with
respect to samples, the application or customer’s specific use
of any Product or for any examples or typical values given in
this document.

The data contained in this document is exclusively intended for
technically qualified and skilled customer representatives. It is
the responsibility of the customer to evaluate the suitability of
the Product for the intended application and the customer’s
specific use and to verify all relevant technical data contained
in this document in the intended application and the
customer’s specific use. The customer is responsible for
properly designing, programming, and testing the functionality
and safety of the intended application, as well as complying
with any legal requirements related to its use.

Unless otherwise explicitly approved by Infineon, Products
may not be used in any application where a failure of the
Products or any consequences of the use thereof can
reasonably be expected to result in personal injury. However,
the foregoing shall not prevent the customer from using any
Product in such fields of use that Infineon has explicitly
designed and sold it for, provided that the overall responsibility
for the application lies with the customer.

Infineon expressly reserves the right to use its content for
commercial text and data mining (TDM) according to applicable
laws, e.g. Section 44b of the German Copyright Act (UrhG).If the
Product includes security features:

Because no computing device can be absolutely secure, and
despite security measures implemented in the Product, Infineon
does not guarantee that the Product will be free from intrusion,
data theft or loss, or other breaches (“Security Breaches”), and
Infineon shall have no liability arising out of any Security
Breaches.

If this document includes or references software:

The software is owned by Infineon under the intellectual
property laws and treaties of the United States, Germany, and
other countries worldwide. All rights reserved. Therefore, you
may use the software only as provided in the software license
agreement accompanying the software.

If no software license agreement applies, Infineon hereby grants
you a personal, non-exclusive, non-transferable license (without
the right to sublicense) under its intellectual property rights in
the software (a) for software provided in source code form, to
modify and reproduce the software solely for use with Infineon
hardware products, only internally within your organization, and
(b) to distribute the software in binary code form externally to
end users, solely for use on Infineon hardware products. Any
other use, reproduction, modification, translation, or
compilation of the software is prohibited. For further information
on the Product, technology, delivery terms and conditions, and
prices, please contact your nearest Infineon office or visit
https://www.infineon.com


mailto:CSSCustomerService@infineon.com
https://www.infineon.com/

